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SOCIAL MEDIA AND THE 
WORKPLACE

Presented By:

Ronni M. Travers, SPHR, President

Public Sector HR Consultants LLC

Office: (518) 399-4512

Email:   rtravers@publicsectorhr.org

Quick Survey of Attendees

1. Who in the room has a Social Media

Policy?

2. Were there workplace issues that occurred

that prompted the adoption of this policy?

3. Have you provided training to your

supervisors and employees on this policy?
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Developing a Social Media Policy – Legal 
Considerations

 First Amendment 

Free Speech

 Fourth Amendment 

Right to Privacy 

Prohibition against unreasonable Search and Seizure

 National Labor Relations Act (NLRA Section 7)

Gives ALL employees, regardless if their workforce is 
unionized, the right to engage in “concerted activities” 
for the mutual aid and protection of their co-workers.

 The position of the National Labor Relations 
Board:

Any policy that would “reasonably tend to chill” 
employees in the exercise in their right to engage 
in “concerted activities” is invalid.

Examples of “concerted activities” include 
discussions about:

- Pay and benefits

- Employee schedules

- Working conditions
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Policy Development 

Policy Statement (Sample):

The purpose of the policy is to provide the framework for 
employee usage of Social Media, both inside and outside 
of the workplace.  Social Media in general refers to internet 
based applications that allow for the creation and exchange 
of user generated content.  Examples of Social Media 
include, but are not limited to:  Facebook, Twitter, 
Instagram, Snapchat, and YouTube.

Determine the Following: 

• Personal Use of Social Media During Working 
Hours – both from employer devices and 
employee’s personal devices

• Personal Usage During Meal and Rest Breaks
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Prohibited Uses - Social Media 

 Disclosing confidential or proprietary 
information pertaining to matters of the 
employer that is not accessible to the public 
under FOIL

 Matters that will imperil the public safety if 
disclosed

 Promoting or endorsing any illegal activities

 Threatening, promoting, or endorsing violence

Prohibited Uses (Cont.) 

 Directing comments, or sharing images that 
are discriminatory or insensitive to any 
individual or group based on race, religion, 
gender, disability, sexual orientation, national 
origin, or any other protected class

 Use of the employer’s name, logo, seal, 
badges, uniforms, etc. in social media posts

 Posting one’s photograph while wearing the 
employer’s uniform
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Prohibited Uses (Cont.)

 Using employer’s e-mail address to register 
for or respond to social media sites

 Knowingly or recklessly posting false 
information about the employer, supervisors, 
coworkers, public officials or services 
provided

 Representing that an opinion or statement is 
the policy or view of the employer when such 
is not the case

Reporting of Violations

 Identify the individual(s) or department where 
an employee can report a potential policy 
violation

 Who will determine if an investigation is 
warranted

 Disciplinary Action, up to and including 
termination of employment, for policy 
violations
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Disciplinary Action 

 Speech was likely to disrupt the employer’s 
activities

 Potential for disruption outweighs the First 
Amendment value of the employee’s speech

 The discipline was not in retaliation for the 
speech, but because of potential disruption in 
the workplace

Policy Implementation

Communicate Policy to All Employees 

 Policy should be clearly stated and accessible

 Include in Employee Handbook, Policies and 
Procedural Manuals,  Employer Intranet

 New employee orientation

 Distribute policy and require signed 
acknowledgement 
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Training

 Review with all supervisors and employees at least 
annually

 Emphasize potential for embarrassment when 
computer systems and social media are misused

 Highlight the employer’s right to monitor computer 
usage

 Stress supervisors’ responsibility to enforce the policy

Q and A
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CONDUCTING 
WORKPLACE 

INVESTIGATIONS

Common Reasons to Conduct 
Workplace Investigations

Violations of Work Rules

Workplace Violence Complaints

Substance or Alcohol Use in the Workplace

Discrimination Complaints

Harassment Complaints

Vandalism and Other Sabotage

Safety Problems

Workplace Theft
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Federal and State Regulations

Employment Discrimination Laws
 Civil Rights Act of 1964 (Title VII)

 The Americans with Disabilities Act (ADA)

 New York State Human Rights Law

Health and Safety Regulations (PESH)

Workplace Violence Prevention Act

Drug-Free Workplace Laws
 Drug-Free Workplace Act of 1988

 Omnibus Transportation Employee Testing Act (OTETA)

Background and Credit Checks to minimize liability for 
negligent hiring and negligent retention

Workplace Searches

In general, employees have a Reasonable 
Expectation of privacy at work UNLESS 
the employee has been provided with a 
reasonable notice that no expectation 
exists



11

Workplace Searches

Employee Handbook should contain the 
following:

 Right to inspect lockers, desks and other work 
areas with or without the presence of the 
affected employee

 Right to monitor computer files, internet 
usage, e-mails, etc.

Recognize When an Investigation 
is Needed

An employee files a formal complaint or 
grievance

An employee reports a questionable 
situation, but says he or she does not want 
to make any trouble

An employee’s morale, behavior, or 
performance mysteriously declines

An employee is suspected of misconduct

Any work rule violation
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Goals of an Investigation
Provides sound, factual basis for 
management decisions and actions

Reveals if misconduct did occur and 
identifies (or exonerates) employees 
involved

Evidence for submission in administrative 
proceedings

Who Makes the Best Investigator?
Objective (No stake in the Outcome of the Investigation)

Credible (especially important if called to testify at a later 
hearing or court proceeding)

Good Communication Skills

Experience Conducting Workplace Investigations

Knowledgeable about Employment Regulations (and 
Labor Relations if Workplace is Unionized)

Familiar with Employer’s Personnel Policies

Trustworthy with Sensitive and Confidential Information

Technical Skills if Investigation Involves Computer 
Systems
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Identify Witnesses and Documents

Don’t wait too long to talk to witnesses!  
 Witnesses may leave the organization

 Other employees may influence witnesses

 Witnesses could forget important facts

Identify the documents needed for the 
investigation
 Includes memos, e-mails, text messages, time 

cards, policies, logs, etc.

Employee Responsibilities During 
Workplace Investigation

 The employee has a duty to cooperate and answer 
your questions truthfully

 The employee cannot withhold information

 The employee is responsible for his/her own choice of 
cooperating or not

 Under appropriate circumstances, the employee can 
be disciplined for failure to cooperate

 If the employee refuses to answer your questions, a 
decision will be based upon existing facts and 
sources of information.
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Right to Union Representation

Apply to employees covered by a 
collective bargaining agreement

Employees have a right to ONE union 
representative at investigatory interviews if 
they are the subject of the investigation

An employee’s waiver of union 
representation should be in writing

Role of the Union Representative

What a Union Representative May Do:

Before the meeting, the union representative 
and the employee must be allowed a brief time 
to confer with each other

At the meeting, the union representative has the 
right to observe and take notes

The union representative has a limited right to 
speak during the meeting, including to:

 repeat to you points the employee has already made; 
and

 explain to you the significance of points made by the 
employee
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Role of the Union Representative

What a Union Representative May Not Do:

The union representative has no right to bargain 
about anything at an investigatory interview

The union representative may not make the 
employee’s willingness to answer contingent on 
a guarantee of leniency

The union representative has no right to speak 
for the employee in response to questions

Role of the Union Representative

If the union representative tries to interfere with 
the interview, inform him or her:

of the limits of his/her function at an 
investigatory interview;

that you have the right to question your 
employees about work related matters; 

that you have the right to expect the 
employee to answer your questions; and

that the union representative has no right to 
interfere with this process.
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Garrity Rights

Garrity v. New Jersey.  Supreme Court 
held that law enforcement officers and 
other public employees have the right to 
be free from compulsory self-incrimination 
during a workplace investigation involving 
possible criminal activity

Burden is placed on the employee to 
assert his or her Garrity Rights

Garrity Rights (cont.)

Garrity does not protect employees from 
disciplinary action

An employee can be ordered to discuss a 
matter during a workplace investigation 
that may be held against them in future 
disciplinary proceedings
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Workplace Investigation Form

Purpose of Investigation

Employee’s Rights, Responsibilities and 
Signature

Prohibition Against Retaliation

Right to Union Representation

List of Pre-Planned Questions

Develop Investigation Questions

Should be done prior to the investigation interview

Start out with general questions, then graduate to more 
closely-focused questions to pin witnesses down to 
details

Repeat some questions later during the interview to see 
if witness gives same answer

Questions should focus on what the witness saw, heard, 
who else was there, what happened, what time of day it 
happened, why it happened, etc.

Investigator needs to be skilled in thinking of new 
questions on the spot based on the employee’s 
response
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Interviewing Techniques

Start interview ASAP after the incident

Witnesses should be interviewed separately, do not 
conduct group interviews

Hold interview in a private, quiet location

Tell witness up front the purpose of the investigation, 
their rights and their responsibilities

NEVER promise confidentiality

Witnesses should be told, in writing, that they cannot 
discuss the investigation with others

Interviewing Techniques (cont.)

Take good notes

Taping the interview, while permitted, may chill the 
individuals from talking to the investigator

Keep the interview on track

Don’t interrupt witnesses when they are providing you 
with relevant information

Avoid confrontational or accusatory language

Use silence after a question as a technique to encourage 
reluctant witnesses to start talking – people often feel a 
need to “fill-in” periods of silence

Be ready with follow-up questions if needed
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GROUP EXERCISES

Putting It All Together

Final Investigative Report should include:

 A description of the situation at issue

 List of witnesses interviewed

 Documents and evidence collected

 An assessment of the credibility of information 
gathered and how it relates to the issue under 
investigation

 Make findings of fact on each element of the 
allegation or violation
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Putting It All Together
(cont.)

Sometimes, if asked, the Investigator will 
recommend a course of action based on 
the results of the investigation, such as 
training or corrective action for policy 
violations

In Summary…

A properly conducted investigation - one that 
is prompt, thorough and impartial - can help 
defend an organization should a lawsuit be 
filed later. In addition, by ensuring a fair 
investigative process, organizations can 
help build morale and trust among 
employees


